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Abstract: The work proposes to use the mathematical formalism of statistical analysis based on the BDS-test, 
Shewhart control cards and CUSUM to develop patterns of identification of the computer system in a state of com-
puter viruses attacks.
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Introduction. When dealing with diagnosis and 
protection of computer information resources, the 
key challenge is rapid identification of anomalous 
behavior of computer systems (CS) in conditions 
of virus attacks. 

Studies have shown that, currently, the difficult 
task of anti-virus protection of data employs many 
specialized anti-virus programs, which are usually 
based on signature and heuristic analyzers [1-4]. 

Heuristic analyzers usually include intelligent 
subsystems based on the theory of artificial intel-
ligence, for example, on the basis of methods of 
fuzzy logic, cluster analysis, heuristics or agreed 
upon theory of neural networks. At the same time, 
they are all based on the assumption that the COP 
there is your normal pattern of behavior and any 
significant deviation from it can be caused by 
exposure to attackers. Therefore the selection 
or formation of a template that would create a 
functional portrait of a COP and fixed anomalous 
behavior with the specified precision is a very 
important task. 

Analysis of the literature showed that method of 
control cards is widely used for detecting anoma-
lies in the management of production and business 
processes. To build a normal system operation 
template, the Shewhart control charts, EWMA, 
CUSUM, Pareto and other methods are applied 
[5-7], which use a set of indicators of the normal 
system operation as input. In addition, in order to 
clarify the obtained results, methods of statistical 
processing of the data can be used (for example, 
BDS-testing [8-9].

The purpose of the work is the research and 
development of methods based on Shewhart con-
trol cards (SCC), CUSUM-cards, BDS-testing for 
detecting incursions into computer systems.

The main body. Studies of the process of 
functioning of the CS showed frequent changes 
of characteristic parameters (central processing 

unit (CPU) and memory (RAM), etc.) as a result 
of various factors. There are usually many such 
factors so they partially compensate each other. 
Consequently, in typical stable system performance 
outputs are within certain limits – in the specific 
zone of the system process variability. Probability 
of going beyond the corridor exists, but it is small.

Anomalous behavior of the CS is associated 
with the implementation of malicious acts, lead-
ing to disruption of the software and hardware 
systems: deleting files, the destruction of data al-
location structures, blocking the user experience, 
the destruction of computer hardware systems. 
Moreover, viruses are usually take space on storage 
devices and consume some other system resources 
such as memory, overload CPU operation and 
network cards.

During the research it was decided to use the 
ratio of the current CPU usage (CPU) and memory 
(RAM) as input. At the same time, it was decided 
to take these indicators in relative terms (in %), 
because it helps to not be tied to specific hardware 
characteristics of a system and to focus on finding 
the general patterns. CPU and RAM usage are 
scanned once per second and are saved in a file. The 
number of measurements per time period may vary.

The SCC was used as the first computer system 
analysis tool.

The choice of indicators has led to the use of 
quantitative species checklists. The average was 
used as a sample chart option.

SCCs are built as dependency graphs of some 
units that contain the average value and control 
borders [5].

The main symptoms that the process is not in 
the steady-state condition:

· points are beyond the top or bottom border of 
the control chart;

· 7 or more consecutive points lie on the same 
side of the median line;
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· more than 6 points increase or decrease 
monotonically.

The programming model to detect anomalous 
behavior of the computer systems on the basis of 
SCC has been designed for the experiment.

In the first stage, the templates’ base of various 
CS modes is formed (fig. 1). On the next stage, 
there is a comparison of the Shewhart control 
charts received in real time with its particular 
model template stored in the database. Based on 

the result of the comparator’s work, we can decide 
on the state of the CS.

Fig. 2 shows the state of the system for the mode 
"Office worker" when test malicious software 
such as the «thread create» is running (malicious 
software started on the 17th sec.).

As can be seen from Fig. 2 the average value 
and the limits of SCC for the system have changed, 
the value of the selected indicators characterizing 
the process of functioning of the CS did not go 

beyond the boundaries of 
the corridor, but at the same 
time there are more than 7 
points in a row on the same 
side of the center line.

The CUSUM-map is 
used as a second computer 
system analysis tool.

From [6] it is known that 
the cumulative sum of Ci is 
calculated as:

 (1)

where ur  is the value of our 
studied variable;

T- reference (or target) 
value;

(i) - sample number.
To build a CUSUM chart 

you must:
- get the set of values of 

the studied indicator;
- find the average (or 

take the reference value);
- for each point find the 

deviation from the average, 
taking into account the posi-
tive/negative value

- receive at each point 
the cumulative sum (sum 
of the current deviation with 
the previous one). 

The special V-mask is 
constructed to analyze the 
results using the desired 
indicator σ (the rms val-
ue). Then you should draw 
the straight lines through 
the pair of points (0, 10σ)  
(25, 5σ) and (0, σ -10)  
(25 -5, σ), where:

Figure. 1 . SCC for the system during normal operation

Figure. 2. SCC with abnormal system operation
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 (2)

We are not interested in 
absolute sum values because 
we are interested in the the 
angle of slope of the graph, 
defined by the consecutive 
points. The angle of the so-
called “local medium” is a 
measure of the random vari-
able changes. The greater the 
angle of the line representing 
the local mean is in rela-
tion to the target value, the 
greater the deviation from 
the reference value data. 
Going beyond the V-mask 
indicates the presence of 
anomalies.

CUSUM-chart for the 
normal and abnormal sys-
tem operation with V-mask 
is shown in Figure 1. 3. As 
can be seen from the figure 
for the abnormal operation of the system, the graph 
has gone beyond the V-mask.

A change in the angle of inclination of the graph 
(Fig. 4) as measured by the consecutive points is 
also a sign of abnormality of the system.

As the third computer system analysis tool we 

Figure. 3. CUSUM-chart for normal and abnormal systems with V-mask

used a value of a BDS test. The BDS-tests were 
proposed as a result of the analysis of financial 
markets’ economists Brock, Dechert and Scheink-
man in 1987 [5].

From [2 - 5] it is known that the BDS-test is 
based on a statistical value (BDS-statistics): 
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where ( ) ( )mmNNm CC εε −− ,1,  (the numerator of 
the BDS statistic) is determined by correlation 

integrals ( )εNmC , , ( )εmNC −,1  for a sample size 
of (m);
ε  – is the hypersphere radius;

)(, εσ Nm  – is the standard deviation of the 

difference ( ) ( )mmNNm CC εε −− ,1, ; 
(N) is the number of items in the time series.
The correlation integral determines the fre-

quency of contact with any pair of points in phase 
space in the hypersphere radius:
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where I(x) is a Heaviside function for all pairs of 
values of s and t :
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A limitation is imposed on 
the parameters, that is justified 
in a number of works [8 - 9]:

200>
m
N  ,

ε∈ [0.5σ; σ],                (6)

1 < m < 6. 
                                    
A programming model, 

that was developed, provides 
a variation of the number of 
time series values of N (the 
ratio of the values of CPU 
and memory usage = CPU / 
RUM). 

The obtained input values 
are divided into groups with 
500 values in each one and 
then they are input to the 
analysis unit for processing via BDS-statistics.

The result of the work of the programming 
model is N/500 values of BDS test. 10000 second-
by-second analyzed values of number series, the 
sample size N = 500 m = 2. 

Fig. 5 shows graphs of BDS-test values during 
normal CPU in the "User" mode.

As you can see from the graph, for example, 
for mode 3, the minimum value of the BDS test is 
close to 30, and the maximum value is increased 

Figure. 4. CUSUM-chart with abnormal system operation

Figure. 5 –Values of the BDS-test for different modes of normal system operation
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to 80. Thus, the maximum value of the BDS-test 
exceeds the minimum almost three times, and the 
jitter (dispersion) reaches a value of 63%.

Analysis of variation of BDS-test CPU / RUM 
during abnormal operation of the system (Figure 
6) shows a sharp decrease jitter. Jitter for the ab-
normal system operation for the different modes 
is 10.97%; 21.74%; 9.49% respectively.

The conclusion
The study results showed:
1. In the context of the impact on the computer 

system from malicious software the basic param-
eters of the system’s functioning (CPU usage, 
memory, etc.) are changed statistics.

2. The impact of a number of viruses on the 
computer system leads to the following phenom-
ena:

-  a change in the template of the normal system 
operation based on the Shewhart charts, in this case 
the location of points outside of limits’ corridor, 
as well as the presence of more than 7 points in a 
row on the one side of the center can be fixed and 
recorded;

- a change in the angle of the chart so-called 
"local medium" as measured by the point of the 
sequence for the system CUSUM cards or graphics 
output abroad the V-mask;

- a sharp decrease in the jitter of BDS-test`s 
values up to 10-25%.

Figure. 6 – Values of the BDS-test for different modes of abnormal system operation

Previous studies have shown [9], that the value 
of the BDS test dramatically increases in the case 
of system infection with the virus that leads to full 
CPU usage or in case of use of a larger number of 
applications. And in the first and in the second case 
it is aberrant and requires decisions. However, if 
the cause of the overload of the system would not 
be a virus, using other heuristics does not detect any 
malicious software impact on computer system. 

Conducted experimental studies confirm the 
possibility of using Shewhart control charts, CU-
SUM and BDS-testing apparatus as an additional 
tool to identify virus attacks, the overall system of 
detection of malicious software. 
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