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Introduction
Recently, software developers (software) look 

for new ways to solve problems of optimization of 
the development process management and improve 
existing flexible methodologies continuously. This 
results to the emergence of new approaches of com-
munication and informatization, as well as manage-
ment technologies. At the same time, issues related 
to improving the efficiency of the tools use and 
resources for ensuring software quality indicators 
remain relevant.

Research [1 - 4] and experience showed that the 
improvement of the informatization process within 
existing software development methodologies would 
allow to expand the scaling possibilities and, accord-
ingly, improve the flexible technologies of software 
development. The solution of this task is especially 
important in the context of increased requirements 
for software security. The availability of information 
resources about existing security risks, as well as their 
adaptive use in the software development process, 
will significantly improve the quality of the software 
product and will allow to receive social and financial 
benefits to the development companies in the future.

In such circumstances, it is necessary to modify 
certain provisions of management and software de-
velopment, as well as to introduce new elements into 
the already existing system and life cycle.

1. A way to scale software  
development technology
It can be noted that iterative order, feedback 

and flexibility of Agile-based methods, based on the 
interaction of development teams, allow continuous 
release of software. At the same time, a number of 
uncertainties occurring at the initial stages of develop-
ment greatly increase the security risks of software. In 
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future it can lied to economic, social and legal nature.
To eliminate such shortcomings, an improved 

way to scale the technology of software develop-
ment is proposed.

The basis of this method is the idea of conver-
gence of rigid and flexible software development 
methodologies. At the same time, the initial stage of 
software design should be expanded given the scope 
and level of increasing security demands. The soft-
ware security risks should be thoroughly analysed. 

The improved scheme of the software develop-
ment cycle, taking into account the presented pro-
posal, is illustrated in Fig. 1.

As you can see from this scheme, the general 
cycle of software development is recommended to 
began with a full analysis of security risks with at-
tracting additional resources and the participation of 
specialists (DevOps, tester, "Ethical hacker"), as well 
as to include the following in the SCRUM (flexible 
software methodology) process:

1. Secure coding;
2. Secure DevOps – inclusion of additional sub-

jects and security tools;
3. Modeling of threats – it assumes introduction 

of a new role of the cybersecurity manager.
In addition, it is advised to perform the analysis 

of security risks after each sprint with the mandatory 
involvement of the software development team.

2. Informatization of the software de-
velopment process
Naturally, such a complex process is impossible 

without constant information support. Informatiza-
tion of the development, testing and maintenance pro-
cess is understood as policies and processes aimed at 
organizing the productive activities of team members 
through the use of systematically integrated software, 
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information, computer and telecommunications fa-
cilities. Implementation of the necessary information 
directly into the development process becomes the 
responsibility of the team members, mostly DevOps, 
security experts, business analysts and testers.

It is known from scientific works [1-3] that one 
of the indicators included in the general analytical 
expression for calculating of the average time for 
initialization of the software development process is 
the time for setting the tasks until the next meeting 
Тпост. This time is calculated using the expression:
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where N  – the number of tasks before the 

next SCRUM-meeting, ia  – the time allocated for 

the presentation of the i-th  task before the next 

SCRUM-meeting, 
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i åt∆  – the rejection of 
the time for delivery of the i-th task until the next 
SCRUM-meeting, r – the average complexity of the 
tasks ( { }4532 ,,r = ). It should be noted that this 
coefficient directly depends on the indicator of the 
completeness of information support.

Figure 2.a shows the relationship of the rejection 
of the time for speaking the participants in the g-th 
iteration during the justification of their assessment 
from the coefficient k characterizing the average level 
the participants' professional skills in the SCRUM-
meeting and the coefficient c characterizing the 
average level the participants' communication skills 
in the SCRUM-meeting, in conditions when 60,v = ,  
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2=gn̂ . As can be seen from these graphs, coef-

ficients k and c increase the time jt∆  significantly 
(up to 2.5 times).

Figure 2.b shows the relationship of the rejection 

of the time  оцT  the initial collective assessment of the 
project’s complexity from the coefficient k character-
izing the average level the participants' professional 
skills in the SCRUM and the coefficient c characteriz-
ing the average level the participants' communication 
skills in the SCRUM, in conditions when 60,v = ,   

2=gn̂ ,   { }150 ,t
gитт =  min . ,   6=

gиттn , 

10,tg =∆  min., { }22010 ,,a
jg =  min.

As can be seen from the relationship in Fig. 2.b, 
the improvement in the average level of communi-
cability of participants in the SCRUM-meeting by 

1.1 times (up to 10 minutes in one hour) will reduce 
the time of the initial collective assessment of the 
complexity of the project.

It should be noted that approximately similar 
results can be achieved with an increase in the level 
the participants' professional skills in the SCRUM-
meeting.

Conclusion
The analysis of the proposed development 

showed that the implementation of an improved 
method of scaling the existing software development 
methodology and additional procedures for inform-
ing the team may lead to some slowdown in the task 
setting and code execution, an increase in the number 
of detected defects (bugs) during alpha testing, and, 
therefore, cycle of bugs. However, these local impair-
ments can achieve a better end result (improving the 
safety of the developed software) and provide both 
rapid growth of functionality and an acceptable level 
of service quality in the future. And this, in turn, 
will be an attractive motive for further cooperation 
between the customer and the developer.
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